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When you mention Audit tracking and SOX compliance with regards to Scheduling
applications the normal things that are ‘tracked’ are the completion status of the Jobs,
Scripts, Dependencies etc.,

>

The integral parts of any Scheduling application are the Job Event definitions as:
» These control the ERP applications and in turn update the ERP data,
* No Jobs will be run until Jobs are registered in the Scheduler,
» Any modification to the Scheduled Job will affect the data of the ERP application.

REV SCHEDULER has a built in Audit facility, for Job Events, that:
* Captures the changes made
« All additions are captured,
* All deletions are captured,
* All updates contain the:
* Before image of the data,
« After image of the data,
* Registers who, when and how the changes were made,
to the Job Events and their components.

The Audit facility is implemented in the Base Model of REV SCHEDULER and runs
natively on:
* iSeries, * LINUX, * UNIX, + WINDOWS.
Using the Audit facility allows you to :
» Have greater SOX compliance as all Job Event definitions are audited and tracked,
* Know:
* Exactly what Job Event and components were altered as you can view the
data,
* Who, when and how the alteration occurred,
* Undo changes made to Job Events,

* Undelete any Job Event components or complete Job Events.

OTHER SCHEDULER REV SCHEDULER
created Jun 23
| modified Jul 02
\ modified Jul 26
| modified Aug 05
Oct18 modified Oct 18
START_OF_DAY START_OF_DAY
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Every Audit transaction is displayed with a color coded image for quick reference to

identify the transaction types, which can be:

@ « Add new transaction,
@ » Update transaction (Before),

@ » Updated transaction (After),

o » Delete transaction,
* Undo Update transaction,

O « Undo Delete transaction,

If a Job Event or any of its components are updated the Audit facility will log:
* Before image of the data (prior to the update),
» After image of the data (after the update),

These details can then be used to Undo the update and reset the data.

If a Job Event or any of its components are deleted the Audit facility will log the image

of the data prior to the delete.

These details can then be used to Undo the delete and restore the data to the original

value.

The Audit transaction also contains
the:
 Date and time of the entry,
» Job Event name at the time of
the entry,
* Domain, System, User that
created the entry,
* Number/User/Job if the entry
was created from the 5250
interface,
* Entry type details which contains
the Origin, Source and Entry type,
* Image(s) of the data and if this is
an update any data that has
changed in the after image is
displayed in Blue.

A Audit Log Details - HYPERION (DB: IBM DB2)

Intemal ID: 785002500 JOC:  =BASE
Component: EVENT_01 Job Event Record [FZRU07T]
Function.  UPDATE Existing Record Updated.
Job Event Details
T JobMame: WHITE_PAPER_EXAMPLE
’ Environmerit: *BASE
Description:  Exmaple for White Paper.
Audit Dietails

Date Thu 04-5ep-2008
Tirne 09:52:34
[l poman AMALTHEA
B sistem. AMALTHEA
€ U JOHN MASSEY
Entiy Type
Origin: WIN_APP WINDOWS Application.
Source: FORM User EnliyWINDOWS Appiisation
Enty KEYBOARD  Manual Keyboard Enly.

Run Method

Moo [Run Basis [ Seql Time to Run|_ Latest Time|
) : v

TIME 000 00| Dow Mol
[TIME [ 10:15] 0.0 DOW |_Mo

LeL] 2

Even if a Job Event name changes it will all be logged and can be Undone.

The Audit facility data is in a table, within the REV SCHEDULER database, so you can
also run external data queries or SQL statements to gain additional views of the Audit

transaction data if required.
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The Audit facility logs all the transaction and these can then be viewed in 2 different
ways:

=+ All Audit transactions for a Job Event will display all the Audit entries for a Job
Event from initial creation up to the present,

ob Event Audit Log - HYPERION (DB: IBM DB2)

o -
ﬁ (@ HYPERION [} WHITE_PAPER_EXAMPLE (*BASE)
‘White Paper Examnple 2 - Triggered. * *BASE 7!‘:"'_(_"“}'
Job Event Audit Log F
et
Mon 08-5ep-2003 12:33:39)WHITE_PAPER_EXAMPLE 2 |"BASE EVENT_00 O S250_APF KEYBOARD  |QPAD e
Mon D8-5ep-2008 12:33 39 WHITE_PAPER_EXAMPLEZ |"BASE EVENT_01 | (95250 &FF  |KEVEO&RD |gpap | Clese |
Mon 08-Sep-2008 123413 WHITE_PAPER_E>AMPLE 2 |*BASE JSCRIPT O WwN_APP DRAGEDROP | AMAL
Mon 08-Sep-2008 12:34:57"WHITE_PAPER_E=AMPLE 2 |*BASE JODEPENDNCY WN_APP KEYBOARD  |AMAL
ton 08-Sep-2003 133705 WHITE_PAPER_EXAMPLE 2 |*BASE EVENT_00 5250_APP KEVBOARD  |QPAD
Mon 08-Sep-2003 133705 WHITE_PAPER_EXAMPLE2 |“BASE EVENT_01 5250_APP KEYBOARD  |GPAD
ton 08-5ep-2008 13:37:54 WHITE_PAPER_EXAMPLEZ [“BASE JSCRIPT 5250_APP KEYBOARD GQPAD
Mon 08-Sep-2008 13:38:01'WHITE_PAPER_EXAMPLE2 |*BASE JSCRIPT wN_APP KEYBOARD  |AMAL o
« ol

+ Audit transactions for a date (or date range) will show every Audit log entry for all
Job Events (and their components) that fall between the From and To date.

Job Events Audit Log - HYPERION (DB: IBM DB2) - [of x|
@ R W i | @

From << |[CURRENT » @ HYPERION | Work with

Tor  <<|[CURRENT _’j . |

Job Events Audit Log - HYPERION [DE: IBM DB2) ([Monday, 8 September 2008 - Monday. § September 2008
, Close

Man D5-Sep-2008 133754 WHITE_PAPER_EXAMPLEZ |"BASE JSCRIPT @ [5250_8PF

Mon DB Sep-2008 123801 'WHITE_PAPER_EXAMPLEZ ["BASE JSCRIPT WIN_APP

Mon D5-Sep-2008 13 3% 20 WHITE_PAPER_EXAMPLES |"BASE EVENT_O0 | (9 5250 aFF

Mon DB Sep-2008 12:3% 20 'WHITE_PAPER_EXAMPLES ["BASE EVENT 01 | &9 5250 4PP

Mon D5-Sep-2008 134046 'WHITE_PAPER_EXAMPLES |"BASE JSCRIFT O [win_arF

Mon DB Sep-2008 1241:27 'WHITE_PAPER_EXAMPLEZ ["BASE JDEPENDHCY | &3 |WIN_APP

Mon D5-Sep-2008 134145 WHITE_PAPER_EXAMPLES |"BASE EVENT_O0 | 69 |WIN_AFF

Mon DB Sep-2008 124145 \WHITE_PAPER_EXAMPLEZ ["BASE EVENT 01 | 69 |WiN_APP |

Mon D5-Sep-2008 134145 WHITE_PAPER_EXAMPLES |"BASE JDEPENDNCY | €23 [WIN_4FF | @

Mon DB Sep-2008 124145 \WHITE_PAPER_EXAMPLEZ ["BASE JSCRIPT €3 [WIN_APP |

Mon D5-Sep-2008 1342 16 'WHITE_PAPER_EXAMPLES |"BASE EVENT_0D WIN_AFF

Moln 08-5ep-2008 124216 WHITT_PAPEF!_EXAMPLEE “BASE EVENT_I WIN_APP J;I:

4 »
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If a change is made to a Job Event or any of its components it is all logged and the data

can be rolled back or the update Undone.

If we change the Time to Run and the Day a Job Event will be run the Audit form, when
we drill down from either of the 2 views of the data, would look like the following:

There are 2 images of the data:

@ * Before image, ot

G * After image.
The updated or altered data is

displayed in Blue for easy
recognition.

A Audit Log Details - HYPERION (DB: IBM DB2)

Intemal ID: 785000335
Component: EVENT_01
Function:  UPDATE
J_nh Event Datails

T JobMame: RUN_SCREEM_TEST

U Ervionmert “BASE
Description:  Run Screen Capture TEST

JOC:  *BASE
Job Event Record [FZRO0T]
Existing Record Updated.

Avcit Deails
% Date Mon 08-Sep-2008
Tirme: 14:05:29
[Pfoomain  AMALTHEA
B system AMALTHEA

JOHN MASSEY

€ e

Entry Type

Origin: WIN_APP WINDOWS Application

Source: FORM User Entrpw/INDO'W'S Application.

Eniry: KEYBOARD Manwial Keyboard Entry.
ML __[ibc_____[Run Basis | Seql Time to Run Latest Time|[Run Method [When
u i “TIME 1 800 Ceo0[ Do Subdol

@ [BAsE [TIME [ 805 00| D0 |_Mo

[«l] ]

If we then click on the Undo button the data is rolled back and this Audit transaction is

also registered, for the Undo of the update.
There are 2 images of the data:
@ * Before image,
* After image (Undo).

The updated data is displayed in Blue
for easy recognition.

& Audit Log Details - HYPERION (DB: IBM DB2)

Intemal ID: 785000335
Component: EVENT_01
Function: UNDO_UPD
J_nh Event Details

T JobMame: RUM_SCREEM_TEST

@ Envionment “BASE

Description: Run Screen Capture TEST

JOC:  *BASE
Job Event Record [FZRO0T]
Undo Updated Aecaord.

Close

Audit Details
F75 Date Mon 08-Sep-2008
Tirme: 14:06:18
Plooman  AMALTHEA
] sysem AMALTHEA
€ User JOHN MASSEY
Eniry Type
Origin: WIN_APP WINDO'WS Application.
Source: FORM User EntryINDOWS Applisation
Entry KEYBOARD  Manual Keyboard Enty.
[__[Ubc______[[Run Basis [ Seq| Time to Run|| Latest Time[Run Method
3 - 1 0:00[ DO Mol
| ) BesE [TIME [l 8:00] 000 Daw |subo
: 5]

As all transactions are logged data can be quickly and simply rolled back or Undone

and even Undo an Undo can be performed.
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If a Job Event or any of its components are deleted it is all logged and the data can be
rolled back or delete Undone (Undelete).

If we delete a Job Event component (in this example a Job Script sequence), when we
drill down from either of the 2 views of the data, would look like the following:

Thereis 1 image of the data: &3 Audit Log Details - HYPERION (DB: IBM DB2)

@ J Intemal ID: 785001595 JDC: =BASE
% Component: JSCRIPT Job Scipt (F2FNO0)

o ° Delete Image. Function.  DELETE Dielete Evisting Recard

Job Event Details
T JobName:  PRINT_ERROR_LOG

Y Ervionmert “BASE
Description:  Run the IBM Print Error Log for the last 24 hours.

Audit Details
Date: Mon 08-5ep-2008
Time: 14:21:51

[Py Domain AMALTHEA
B system  AMALTHEA

€ e JOHN MASSEY

Entry Type

Origin: WIN_APP WINDOWS Application

Source: FORM User Entrpw/IND 'S Application.

Eniry: KEYBOARD Manuial Keyboard Entry.

[ JlSeq.[Hoid[Nim[[Abn[Unc|Command to execute |

(31X 10 PRTERRLOG PERIOD([AVAIL HDAT-1])
o | Iz

If we then click on the Undo button the data is rolled back and this Audit transaction is
also registered, for the Undo of the delete (Undelete).

Thereis 1 image of the data: @ Audit Log Details - HYPERION (DB: IBM DB2)

] Intemal ID: 785001595 JDC: *BASE
‘M Component: JSCRIPT Job Seript [F2FNO0]

O « Undelete image. Buihe il el

Job Event Details
T JobMame: PRINT_ERRODR_LOG

’ Ervironment. *BASE
Desciiption: Run the IBM Print Error Log for the last 24 hours.
Audit Details

Date Mon 08-5ep-2008
Tirne: 14:22:37

[Pffoonan AMaLTHEA
] spstem AMALTHEA

€ User JOHN MASSEY
Entry Type
Origin: WIN_APP WINDOWS Application
Source: FORM User EntWIND 0'WS Application.
Entry; KEYBOARD Manual Keyboard Entry.
[ [Seq. Hol[Nem[ Abn[[Unc|Conmand toeneeute |
» 10 PRTERALOG PERIOD([(&MAIL HDAT-1)]
‘ o]

As all transactions are logged data can be quickly and simply Undeleted.
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If a complete Job Event it is all logged and the data can be rolled back or Undone

(Undelete).

When a

Job Events Audit Log - HYPERION (DB: IBM DB2)

complete Job B oerere %
H Fi “CURRENT [ i
Event is i _E @ HYPERION e
o <<|[TURRENT > :
deleted an -t
Audit log entry 7
H VEHY L
is made for | —Le=
on 08-5ep-2008 14:34:06 VERY_LOMNG_JOB_MAME_2 *BASE EWENT_00 @ WIN_aPP KEYBOARD  |AMALTHEAMAMALT
eve ry ton 08-5ep-2008 14:34:06 VERY_LONG_JOB_MAME_2 *BASE EWENT_M 0 WIN_APP KEYBOARD  |AMALTHEAMAMALT
bon 08-5ep-2008 14:34:06 VERY_LOMG_JOB_MAME_2 |*BASE JDEPENDNCY 8 WiIN_APP KEYBOARD  |AMALTHEAMAMALT
CO m po n e nt Man 08-5ep-2008 14:34:06 WVERY_LOMG_JOB_MAME_2 |*BASE JSCRIPT @ WiIN_aPP KEYBOARD | AMALTHEAMAMALT
that exists, for ®
the Job Event.

If we delete a

Job Event

component, when we drill down from the Audit by date view of the data, would look like

this.

To restore or Undelete a complete
Job Event you must only select the
Job Event Header record
(EVENT_00) and the Job Event and
all its deleted components will be
restored.

4 Audit Log Details -

g] Internal ID: - 785001765
Component: EYENT_DD

Function.  DELETE

Job Event Details

T JobMame:  MJA

* Environment. MFA

Description:  NJA

€ User

JDC:

HYPERION (DB: IBM DB2)

=BASE

Job Event Header. F2RO00)

Delete

JOHN MASSEY

Existing R ecord

Avcit Detals
Date Mon 08-5ep-2008
Tirne: 14:34:06
t}tﬂ Domai AMALTHEA
B system AMALTHEA

Entry Type
Origin: WIN_APP WINDOWS Application
Source: FORM User EntWIND 0'WS Application.
Entry; KEYBOARD Manual Keyboard Entry.

Close

The Job Event
and all the
components
Undeleted are
all logged in
the Audit
facility.
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Job Events Audit Log - HYPERION (DB: IBM DB2)

FEE
i
Fom: << |[CURRENT > |E@ @ HYPERION  workwith |
To << [FCURRENT | - >
Refresh
LClose
Mon 06-Sep-2003 143406 VERY_LONG JDB_NAME 2| "8a5¢ EVENT_01 | €3 |WINAPP  [KEVBOAFD |AMALTHEAVAMALT
Mon 02 Sep-2003 14:34.06 [VERY_LONG_JOB_NAME_2 | "BASE UDEFENDNCY | 63 [WIN_AFF  |KEEOARD  |AMALTHEAMMALT
Mon 02 Sep 2003 143406 VERY_LONG_JOB_NAME_2 | "BASE JSCRIPT 63 [WINBFF |KEVEOARD |AMALTHEAMMALT
Mon 05 Sep 2008 143722 VERY_LONG_JOB_NAME_2 | "BASE EVENT_00 WINAPP  |KEYBOARD |AMALTHEANAMALT
Mon 05-5ep-2008 143722 [VERY_LONG_JOB_NAME_2 | "BASE EVENT_01 WINAFP  |KEVEOAFD |AMALTHEAMMALT | @
Mon 08-Gep-2008 14:37:22 |VERY_LONG_JOB_NAME_2 | "BASE UDEPENDNCY | (3 [WIN_APP  |KEYBOARD  |AMALTHEAMMALT
Mon 06-Sep-2003 14:37:22 |VERY_LONG_JOB_NAME_2 | "BASE JSCRIPT WINAPP  [KEYDOSAD | AMALTHEANAMALT
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Learn more about using Audit Tracking that will give you greater SOX compliance,
using REV SCHEDULER by:

» Watching the Flash presentations at

http://www.revsoft.com/videos.php?selected=sch#revsch

* View the Publications at

http://www.revsoft.com/publications.php

* Book a Web-Ex with a RevSoft technician at

http://www.revsoft.com/webex.php

¢ Read about REVSCHEDULER at

http://www.revsoft.com/products.php?product=revsch

Page 8 of 8 http://www.revsoft.com



http://www.revsoft.com/videos.php?selected=sch#revsch
http://www.revsoft.com/publications.php
http://www.revsoft.com/webex.php
http://www.revsoft.com/products.php?product=revsch

